Virginia Commonwealth University
Statement of Direction, Use of the Person Database
Administered By: Office of Technology Services, Admmistrative Systems
January 1, 2007

The Person Database contains sensitive informgsgonial security number, date of birth, VCUCard
number) and other personally identifiable informatfor all individuals associated with the Univéysi
including employees, students and affiliates. kgsential that this information be secured antepted
from accidental or unauthorized disclosure, as ifipdcin the University’s Electronic Sensitive
Information and Privacy Standard.

The required method of authenticating individuats personal access to University systems and
privileges is through the real-time eDirectory, whi does not require data to reside in
distributed/departmental systems. All end user enttbations to web-based systems that support LDAP
technology are required to utilize the eDirectorgtpcol by August 1, 2007(This does not apply to
IT/system logon ID’s used for system administrajiomhe sensitive data contained in the Person
Database should not be used for authenticationogespafter August 1, 200With the sole exception of
physical card-swipe systems that use the magneiie son the VCUCard for identification. Exceptions
to this policy and/or implementation date may bquested from the University’'s Chief Information
Officer, which must include a timeline for achiegioompliance if a temporary exception is granted.

As required and with specific approval from theadatvners, personally identifiable information other
than the social security number, date of birth d@dJCard number may be used in departmental systems
to meet University operating needs. (Use of the @@kdl number in physical card-swipe systems must
also be specifically approved by the VCUCard OfficBuch usage requires compliance with the
University’s information security standards andigiek, which are located at Information Security
Management Progranw{vw.ts.vcu.edu/security/ismanagement.htniThe data owners are Enrollment
Services, Human Resources, and the VCUCard Offleesonal financial information, including credit
card numbers and bank account numbers, cannoblelsh any departmental system unless there is a
documented regulatory requirement for its retentisih University Records Management policies and
procedures concerning the maintenance and dispositipublic records apply.

Identification of employees, students and affikaite departmental systems (other than approvedeusiag
the VCUCard number in physical card-swipe systeaftgr August 1, 200&hould be accomplished
using either the individual's elD or their BannBr hiumber (“V” number). Both of those identifiersviea
been added to the Person Database in order tadeihat transition.

On an annual basis, Administrative Systems willficonthat access previously granted to the Person
Database is required and that specific informatenurity procedures are being followed. A list of

authorized users and access justifications willpbavided to the University’s data owners for their

approval._Failure to follow information securityogedures or the absence of approval by the datarswn

will result in the termination of access

The current re-certification of Person Databases&form is included on the next two pages for
reference. Information and assistance in complwiitly this directive to secure sensitive information
University systems is available from:

= Robert E. Neale, Director, University Computing &mmmunications

*» Richard S. John, Director, Administrative Systems.

Approved by:

Mark D. Willis, Chief Information Officer
January 22, 2007
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Virginia Commonwealth University
CERTIFICATION OF ACCESS TO THE PERSON DATABASE
Administered By: Office of Technology Services, Admmistrative Systems
As of: January 1, 2007

The Person Database contains sensitive informgs8onial security number, date of birth, VCUCard
number) and other personally identifiable informatfor all individuals associated with the Univéysi
including employees, students and affiliates. kgsential that this information be secured antepted
from accidental or unauthorized disclosure, as ipdcin the Electronic Sensitive Information and
Privacy Standard. Further, the preferred methoduthenticating individuals for University operatson
and privileges is through the real-time eDirectoyhich does not require data to reside in
distributed/departmental systems.

On an annual basis, Administrative Systems willficonthat access previously granted to the Person
Database is required and that specific informatenurity procedures are being followed. A list of
authorized users and access justifications wilptmvided to the University’s data owners (Enrollmen
Services, Human Resources, VCUCard Office) forrthpproval._Failure to follow information security
procedures or the absence of approval by the datars will result in the termination of access

Requirements for access:
1. Awareness of the University Information Securitydgement Program (ISMP)
(www.ts.vcu.edu/security/ismanagement.html
2. Compliance with ISMP standards and policies, inicigdut not limited to the following:
= Electronic Sensitive Information Criteria
= Classification of Electronic Sensitive Information
» Encryption of Sensitive Information
= Electronic Media Protection

Electronic Threat Management
Business Associates and Contracted Sites

3. Verification that this data is not shared with otbimiversity or Health System departments
without the prior approval of the data owners.

4. Verification that any information provided to vemdmisiness partners or any external entity is
subject to the same confidentiality and securititgxtions required for data within the
University (the data owners must specifically amprany distribution of data outside the
University inadvancg

5. Notification to Administrative Systems in the evéimat access is no longer required due to
changes in employee responsibilities or the neethéodata.

Part 1 — Department/Division Head’s Authorization

| affirm that the following staff members requirecass to the Person Database as indicated beldw, an
that the information security standards and requengts identified above are being followed. Furtiesf
Administrative Systems will be promptly notified e data access requirements change.

Authorizing Signature for Department Date
Check as appropriate:
Continue Delete
Access Access Name
C] ] XXXXXX
[ [] YYyyyy

If the information security standards and poliéaentified above are not currently being followad,
waiver is requested through __(datejo achieve compliance with those standards aridips)
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CERTIFICATION OF ACCESS TO THE PERSON DATABASE
As of: January 1, 2007

Part 2 — Individual’'s Statement of Confidentiality and Compliance

| acknowledge and understand that | have accesafiicdential information regarding employees,

students, patients, or the public. In additioacknowledge and understand that | am required to

reasonably comply with all applicable federal, estaind University policies, procedures and reguati

or seek official exceptions to applicable policéesl procedures. Therefore, except as requiredviay la

agree that I will not:

» Access data that is unrelated to my job dutiesGitY

» Disclose to any other person who does not havesiméss “need to know,” or allow any other person
access to, any information related to VCU thatgppetary or confidential. Disclosure of
information includes, but is not limited to, verlokdcussions, FAX transmissions, electronic mail
messages, voice mail communication, written docuatiem, “loaning” computer access codes,
and/or any other transmission or sharing of data.

I understand that VCU and its employees, studgatsents, or others may suffer irreparable harm by
disclosure of confidential or proprietary infornmatiand that VCU may seek legal remedies availabite t
should such disclosure occur. | understand thiatréato comply with applicable policies, procedsire
and regulations may result in a loss of resourodsiaat VCU may seek legal remedies available to it
should such losses occur. Further, | understaatdviblations of this agreement may result in
disciplinary action, up to and including, termirmatiof my employment.

Signature, XXXXXX Date

Signature, yyyyyy Date

Part 3 — Description of Usage
Information from the Person Database is used &ssi

pPwnE

Check as appropriate (“sensitive data” refers taid security number, birth date, VCUCard number):
Yes No
Is sensitive data from the Person Database storesuindepartmental servers/systems?
Is non-sensitive data from the Person Database storgglr departmental servers/systems?
Can your departmental staff access sensitive datathe Person Database?
Can other users access sensitive data from therPBegabase in your systems?
Please identify:
Do you providesensitive data from the Person Database to otlpartheents?
Please identify:
Do you providesensitive data from the Person Database to anynexktentity?
Please identify (will require additional follow-ughd compliance with the
standard for Business Associates and Contracted)Sit

O O Oodd
O O Oodd
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